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ACCUDOC SOLUTIONS, INC.
Date Disclosed: November 27, 2018
Breach Method: Third-party
A vulnerability with a third-party vendor allowed actors to view names, 
addresses, invoices, account balances, service dates, health insurance 
information and SSNs.

EMPLOYEES RETIREMENT SYSTEM OF TEXAS
Date Disclosed: October 15, 2018
Breach Method: Bug
A bug in the ERS software allowed some members to see names, id 
numbers, and SSNs of other members.

COMMONWEALTH HEALTH CORPORATION
Date Disclosed: March 1, 2017
Breach Method: Inside Job
An employee obtained patient information on a CD and USB drive without 
any work-related reason to do so. The information included names, 
addresses, SSNs, health insurance info, diagnoses and procedure codes.
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CA DEPARTMENT OF DEVELOPMENTAL SERVICES
Date Disclosed: April 6, 2018
Breach Method: Physical Theft
Thieves broke into the DDS offices and stole 12 computers. The thieves 
potentially had access to sensitive information for over 15,000 employees 
and PHI for half a million patients.

MSK GROUP
Date Disclosed: May 22, 2018
Breach Method: Undisclosed
MSK Group’s network was accessed providing access to names, addresses, 
phones, photos, emails, dates of birth, SSNs, diagnostic images, driver’s 
licenses, and insurance and medical information.

CNO FINANCIAL GROUP, INC.
Date Disclosed: October 25, 2018
Breach Method: Phishing
Fraudsters were able to phish several employee credentials, giving 
them access to names, addresses, dates of birth, insurance information, 
SSNs, driver’s licenses, bank account numbers, credit card information, 
medications, diagnoses, and treatment plans.
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LIFEBRIDGE HEALTH, INC.
Date Disclosed: May 15, 2018
Breach Method: Malware
Malware was present on LifeBridge owned systems for over two years 
providing access to names, addresses, dates of birth, medications, 
diagnoses, insurance data, clinical and treatment information and SSNs. 
The length of time the actors were allowed to operate also resulted in a 
class action lawsuit against the company.

AIRWAY OXYGEN, INC.
Date Disclosed: June 16, 2017
Breach Method: Ransomware
Through undisclosed means, hackers were able to access the internal 
infrastructure of Airway Oxygen, deploying a ransomware attack. While 
present in the network hackers had access to names, addresses, dates of 
birth, phone numbers, diagnoses, health insurance numbers, and details 
of services provided.

AU MEDICAL CENTER, INC.
Date Disclosed: August 16, 2018
Breach Method: Phishing
Several successive phishing attacks over the course of two years exposed 
almost half a million patients records including names, dates of birth, 
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UCONN HEALTH
Date Disclosed: February 21, 2019
Breach Method: Phishing
Through phishing an attacker was able to access a database containing 
names, dates of birth, addresses, SSNs, and medical information. UConn 
Health has been subject to a class action lawsuit over their handling of the 
event.

SSM HEALTH ST. MARY’S HOSPITAL - JEFFERSON CITY
Date Disclosed: July 30, 2018
Breach Method: Negligence
Paper records containing names, financial, demographic, and medical 
data were found abandoned at a former campus during demolition.

WOMEN’S HEALTH CARE GROUP OF PA, LLC.
Date Disclosed: July 15, 2017
Breach Method: Ransomware
Through unknown means hackers were able to infect a server with 
ransomware. The attackers may have had access to names, addresses, 
dates of birth, SSNs, labs ordered and their results, phone numbers, 
pregnancy statuses, blood types, ethnicities, employers, diagnoses and 
insurance information.
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